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A Major Comsec Challenge: Secure Voice
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Washington DC's firse private rtelephone
line—between the office of the Army’s chief signal
officer and Fort Myer, Virginia {then Fort
Whipple)—was connecred in October 1877, just 1§
months after Alexander Graham Bell received the pateni
oa his invention. Yet, strange as it may seem, Herbert
Hoover was the first U.S. President o have a telephone
installed ar his White House desk. His predecessors
Wilsor, Hardiag and Coolidge used 2 phone booth down
the hall. Over fifty years clapsed berween che firsc
military applicationr of the telephone and the inscallation
of a haadset o the President’s. desk. Couldn’t happen
today, you say? Welk almost.

The first cryprographically. seeure voice circuit became
operationzt toward: the latter part of World War II. Yet
it was not unsl some 20 years. later that the President was

able to place-a secure- teléphone call without leaving bis,

office: Why the delay>

Secure Voice Lag:

Witir.voiee-communieztionsicr the {orre of both radio

and relephone being: commonplaee items- in American
homes for-more thare four decades, why has secure voice
lagged so far behind? And lag behiad it has! As of this
date, less chan 1 % of the telephones in the Department of
Defense. are cryptographically secured. And only an
estimated 5-8% of the ractcal military radios in the
U.S. Arnly are curreody secured—a fact which allowed
the out-gunned, uneducated, relatively ill-equipped army
of the Viet Cong to repeatedly degrade che effectiveaess
of one of the most powerf-ul fighting forces in the world
through the imaginative use of cornmunications

intelligence derived. from our plaintext. wraffic, Why,) _
secured more: . of Hour voice. '

then,

haye.. we. not
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Secure Telephone Communicesions

Trying 10 pipe encrypted voice over a pair of relephone
wices is like erying o puc all of the Los Angeles freeway
waffic on a rural Kansas road at the same time. Whereas
normal telephone conversanons require only the rural
road {2 pair OF wires) [Dr (ransmussion. secure oiT
requires zaywhere from five ¢ cwenty mes mors
electronic space or. in telephone language. “Dandwidth.

The reason is simple enough: the process of converting
the voice signal to a form suitable for eacryption increases
significancty the size (bandwidch) of che original signal.
So far the available choices: for getting around: this
problem have been limited to two.

One of these is to force the secure voice sigpak dowers
the rural road' by cutting away “all.bur Lﬁﬂrﬂ%ﬁ&l"'::
essential elements of original voice signal befere ir is.
encrypted. Then the expansion caused by prepasing.the
signal for encrypdon only recurns it o its origmal size,
This is referred to in the communications wocld: as the
"narrowband’” approach. Circuits of this type aze being:
used today, buf the results are poor. The voice takes on a
choppy, Denald Duck sound. If you have ever calked long.
distance: over the AUTOSEVOCOM: telephones, the
chances are that your call was encrypted wich chis
technique and you probably had some difficulty in
understanding and being understood.

A second choice uses the wider signal as is. This solves
the voice quality problem but has its own drawback—it
costs far too much for most applicaticns. The high cost
stems peimarily from rthe face chat this solution,
conceptuaily, includes leasing or buying commercial
telephone lines and “'stacking.” them so that together they
can accommodaw the w;dtr sngnak. Thm w;debaud"
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is essential and the vc}y high line rental expense can be
justified.

A different crypro-equipment is required for each
of these two voice encryptuon merhods. The AUTO-
SEVOCOM system used today to provide secure voice
for Dol and some other U.S. Government Depart-
ments and Agencies, uses a mixture of botn rechniques.
This system accounis for the 1% secure telephones in
DoD, a figure mentioned cartier. The unfortunate
fact is that it smply costs too much to do more.

Bur 1t is pamfully obvious that not securing these

communicatons is costly, toe. And the biggest part ofthe
cost is not measurable 11 dollars. The intelligence value of
the tnformation readily available from qur unsecu_i?a
0ECe COMMUMCAUONS (3 tremenaous——so much so tha:
the problem has received atention at the top levels of
government. In 1971 the United States Communications
Security Board became sufficiently concerped to establizh
a nauonal policy stating that “all military voice radio
systems and civil governmental communications ®hich
carey traffic of significant intelligence value will be
secured.” This has had the effect 0T increasing the
priority of effores in NSA and throughout the rest of the
goverament to avercome the obstacies which so far have
made widespread secure voice economically infeasible.
The new policy was 2 major step (n the righe direction,
but chere was sdll a lor of ground 1o cover, much of ic
technical.

The ideal soluvon, of course, would be to Fnd ‘an
_‘econom:cal _way o encrype speech without having

increase the size of the signal. Among other benefits, this
would allow “full dse Bf the massive celephone
communications system already exasting n this country
and abroad. In effect, any telephane handset anywhere
could then be converted for use a5 & secure voice terminal.
Accelerated research: i both government and private
industry is underway now, but there are stull some
forinidable technical and cose problems to be solved. We
€annot expect 1o see production quant ues of operancnai
hardware before the early 19805, v T

But ‘must we wait Tuntil then to begin to do some-
thing? The answer, fortunacely, ts no. Thece are some
things that can be done now to deay to the un.
authorized listener a large volume of unsecured voice
communications transmiteed over microwave links, which
are now both easily accessible to him and very lucrauve in
termns of intelligence content.

To understand this sitvation it is only necessary to

kaow that it is common practice both in the commercial
aad government-owned systems for conversations from

microwave o anacther point, where the conversations are
then sorted and diswibuted by wireline, This is done in
ooth the U.S. and abroad. It is simple enough for an
:nterceptor (0 sit somewhere near the microwave
:ransmission path and record the entice bundle with
reizuvely u_r@p_l}_lsucgtg:_g_._l_qggenswie_q_uirp_g?t. He can
sven select the chaanels of special iaterest w qim for
special actenuon. He spends litde and coilects much.

ft might be of iaterest o point out thart the telephone
calls of che governmenc organizations in Washington, |
including those of che Penragon. Stare Department, the
White House, CIA and others. are tansmittea by
mictowave o points ouwside the Washington area. = i3
probably not just coincidence thac the Soviygp25y]
scquired ceai estate on o7 aar t'ne‘ transrission ““AZS)\S
most of these microwave links ued have med Gy
more,

7

many individual telephone: instrumenty-to be bundted'
togrtherlat ohe pmnt and transmrtmd en. tmafiie" by-.

o

At the moment, the application of this bulk encryption
technique is limited. We do it by combining an existing
crypto-equipment with some commercially manutacrured
compogents already available. With this system we can
now bulk encryg_ﬁ__owe tonversations nmultaneously
Today, to encrypt moce channels we have to add more
equlpm-‘.‘nts which is costly. Thus, as in other voice
encryption techniques, economics necessar;iy plays an
importast role in limiting its application.

Some rather saph;sucated studies have been conducted
i an attempe to rank the existing U.S. microwave links
around the world in terms of the degree of threat against
them, the extenc of their vulnerability to that thréat, and
the intelligence value of cheir products. In this way a
strategy for gaining maxiroumn’ benefit from limitéd
resourccsmhas becn applled Ami a, crypto equ:pmem '
: : & $.the




of the current system is in the final developmental stages.
When this system (le_\j) is implemented. it wiil
perauic che encrvption of more channels at less cost ner
channel. T
in summary. then. comparauvelv tew of our telenhone

communicacions are now secured. These unsecured

communications are known to be a major source of

intelligence for foreign interceptors and an easv zarget “or
spoofing or imitative deception. The proolem in providing
security for these communications is both technical und
sconomic. and 1 permanent solution is not expected
detore the early or mid 1980s. [n cthe interim. buik
sncevption of selected microwave links wii denv the
iniercepror sorae of the more lucradve and accessibie
sources pow avaiflable to him at relacvely litcle cose or

-isk.

Secure Radio

But not ail voice commuanications have to te done B
:elephone; cthere 15 aiso the radio. - The predominanc
applicaticns here are in tactical military operations wherc
the transmissions ace limited ro a relatively local urea.
Although there are no transmission lines to lirait the space
available for a radio signal, all is not peaches and cream.
for, in the HF portion. of the radio frequency spectrum.
for instance, where commercial AM radio operates and
long-range transmissions are possible, the spectrum is very
crowded. Here the extra- bandwidth required by the
encryption process is a very real limitacion. To get around

’-.operauonal in 197
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:his we have developea 1 crvoto-equipment caljed
PARKHILL. which secures the voice signal without
expanding the signal size. The voice qualitv is very gooc
1na the costs. while aot insignincant. are sall relacive;
itrractive. The Secretarv or Derense aoproved 4

srocurement program that will achieve security ror 100%

. oI the critical radio nets operating in the tiF pertion of

:he radio frequency spectrum. Production deliveries are
screduled o begin in the iawer part of 974
PARKHILL does. however. pose some problems: it wiii
e 2 nondigitai equipment in what will eventuailv become
2 digitai communications world. Research on aiternatives
‘or securing HF radios ts. of course, continuiny.

in the UHF & VHF poruons of the ragio rreguenc
-cectrrum the .cene <hanges. Here there s znouzn
tandwidth avaiiable to accommodate the exta amoun:
required bv the encrvprinn process. As U -=suin. en-
reption can be added tv VHF and UHF raaios nsl
~vithout either orohibitive line ental Costs or sacritices in
“owe gualiey, At oresént. chiis ¢ Az core simpiv B
“onrecting vne piece uf encrvacion equipment @ e

S <

rransmitting radio and another o the recez\.:n:_: racio.
Though the oaly extra costs are those of the enceveton
cquipment themselves. this stili cepresents 1 relutiveir
:arge investment per net and. along with powerssize and
weight, is a major reason why no more than abouc §% ot
the current inventorv of military tactical radios is secured:

During World- War Il no cactical voice radios- were

secured. The technology of the day simply did not permit

NI

PARKHILL (K.Y 65/75), which is desngned to secure HF md:os wxll be.
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it. Ir_took ten trucks (literally) to carry one cerminal of
our only secure voice equipment from the beachhead to
General Eisenhower's headquarters in Paris. Secure voice
tor tactical -use was completely unthinkable. a manpack
unit was unimaginable.

The transistor technology of the fifries and integrated

- circuits of the sixties changed the picture. and at the time

of the contlict in Southeast Asia, NSA rushed into
production to provide tactical secure voice equipments to
operate with the current inventory of military radios. This
equipment, NESTOR, was produced in three forms. for
use in an airplane, on board a ship, or on 2 ground vehicle
ar a man's back.- All three were crvpmgrap’nimllv
compatible—that s, they could ralk o each other. fcis
these equipments: that accaunc for the 8% of the (.S
railitary tactical radios thae are secured woday. Alchm.gn
NESTOR has some recognized shortcomings texcessive
weight, excessive power requirements. susceptibility o
f'ading and interference and a ceyproprinciple developed in
the 193051 production of this equipmeni has continued
into [Q74,

No new tactical voice cevpto-equipments have Seen
introduced intw the inventory since NESTOR. R&D
eftores since the initial tielding of NESTOR. however.
have been continuous. The evolution of larpe-scale
integration—Mezallic Oxide Semi-Conductor {MQS)
technology—during the past decade opened the door to
the development of cryprographic hardware offering
many important advantages over the NESTOR family of
equipments.

An improved system, VINSON, has completed the
research-and-development phase in NSA and will be
tested by the military services during 1975. It is expected
to be fielded in production quantities for operational use
in 1977.

The introduction of the VINSON equlpment i5
significant in the evolution of voice security. Not only
does it represent the end of more than ten years of new
equipment drought, but in a way it heralds the beginning
of a new era in tactcal voice security. In addition to
impressive reductions in size, power consumption and
weight, VINSON offers a number of important
Improvements over

NESTOR-—improved security -
through the use of a new cryptoprinciple; | HP
1

|bf.;tt'er

voice quality;\

L

interference.
The Future

The cryptoprinciple of VINSON and the technology it
fostcred have been mcorpora:ed intg, . expenmg‘ntal

[and greater immunity to fading and

Comsec modules which can be plugged into radios to
make them secure and on devices in which the encrypdon
circuirry is interwoven into the radio circuitry itself. These
will effect even greater savings in cost. weight and size.
And most importandy, we can be sure of increased uulity
by the commusicators. These equipments wiil be

available for use in the late 1970s and early [980s.

The procurement program for tactical secure voice
svstems over the nexc five years is Iarge——enOuah 0. in
fact, that it is expected o provide sécurity for 100% of
the critical racrical non-wireline commumcanon ~nets
when implementation is completed.

~ NSA25X1
VINSON: Wideband (acnca}. sequre voillBAZ5X3

 egeep
ment expected 10 become operational in 1977.

The status of chis country’s voice security is undeniably
poor at the moment. Secure voice is the single most
important arga jn- whlch improvement is needed if the
U.S. is to achltve a satisfactory Comsec posture. For-
tunately, . :he ‘future looks much brighter. The tura of
the decade should also be a turning point for U.S. voice
security. By then we will have the equipment to secure the

-telephones handling the information of the highest
~_imtelligence value o foreign interceptors; we will have

bulk encrvpted the more sensitive microwave links; we

will have perfected a system for assuring long-term

security procection for HF radio communications; and we
will have the newer, smaller and improved techriques tor
securing the multicude of VHF/UHF ractical radios
throughout the military services. Then, by about the mid-

;80s the Services will begin te feld a system called
A TRI TAC, which.- will prowde through g_system of
centra,lly y located switches, ‘a’ tornplecely sécrirca{ systerm

”, -‘z\.l:;r?gt;?. -
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. CJyprologically compatable with existng equpments.

which will permit subscriber-to-subscriber security for all
"calls, both local and long distance, analog 2nd digital,
voice and data.

In one sense, the cost for securing our voice
commuaications will be high. The U.S. Government price
tag for secure voice equipment over the next five years
exceeds a half-billion dollars—as much as the govern-
ment has spent on all types s of Comsec equipment com-
bined in the iast__t_pgjga_rs_. [n return, we will realize a
quantum jump in our ability o secure voice communica-

Unal the ulx of

Federal electrical communications is encrypted
automaricaily ‘without user option, our far-flupe
NQA25:{1

tions on a massive scale [

aeering from the University ‘of linais, is cur
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